HNupopmanuoHHbIe MaTePHAJIBI
10 NPOQUIAKTHKE NPECTYIICHNUH, COBEPIIEHHBIX ¢ HCI0b30BAHHEM
HH(OPMALMOHHO-TEJIEKOMMYHUKAIIMOHHBIX TEXHOJIOT Uil

K nanbosnee pacripocTpaHEeHHBIM BUaM JUCTAHIIMOHHBIX MOUICHHUYECTB,
COBepllIeHHbIX Ha Tepputopuu r. CankT-IletepOypra u JIeHuHrpaackoit oonactu,
OTHOCATCS:
- «(UIIIHTY — BUJ TUCTAHIIMOHHOTO MOIIICHHHYECTBA, IIPU COBEPIICHUN
KOTOPOTO 3JIOYMBIIIJIEHHUKY (B X0/1€ TeNe(OHHOTO pa3roBopa, MOCPEACTBOM
HaIpaBJICHUS JIEKTPOHHOTO MTUChMa WM CMC-COOOIIICHHUS ) TTOTYYarOT JIMYHbIE
KOH(HICHIIMATEHEIE TaHHBIC 0 0AHKOBCKOM KapTe, HOMEPE CUeTa, JJOTHHBI U
MapoJIx JIJIsl BXOJla B UHTEPHET-0aHK, a TaKXKe Mapojiu 0€30MacHOCTH,
MTO3BOJISIONINE TTPOU3BECTH CIIUCAHUE HAXOAINXCSI Ha 0AHKOBCKOM KapTe
JIEHEXHBIX CPeACTB. JKepTBaMu yka3aHHOTO BHa MOIIICHHUYECTBA 3a9aCTYIO
CTaHOBSITCSl HE3AIUIIICHHBIE, MaJIOOOPa30BaHHbIE, TOBEPUUBBIC CJIOU HACEICHUS.
[IpencraBisisich 3a4aCTyI0 COTPYIHUKAMU KPEAUTHBIX OpraHU3allnid,
MPECTYITHUKHU BBOAT B 3201y KICHUE TPaXkTaH OTHOCUTEIILHO COBEPIIIAEMbIX
HECAaHKIIMOHUPOBAHHBIX CIIUCAHUN JIEHEKHBIX CPEJICTB, OCYIIECTBIIIEMBIX
MOKYTKaX M T.II., TOCJIE YeTO MPOCAT Ha3BaTh KOH(MUICHIINATBHBIE CBEICHHUS C
1EJIbI0 MTPECEUYCHHS] BO3MOXKHOTO COBEPIIICHUS pecTyIuieHus . ['paxane,
JOBEPSIS IOTyYCHHON WH(OPMAITHH, JKeJlas 00€30MacuTh CBOH JICHEKHBIC
CPEICTBA OT MPECTYMHBIX MOCATATEIHCTB, COOOIIAIOT 3aIPAITHBAEMYIO
uH(OPMAITUIO, B PE3YNIBTATE YETO 3JI0YMBINTUICHHUKN TTOXUIIAIOT
TIPUHA/IICKAIINE UM JICHS)KHBIC CPEJICTBA.
- «(apmuHTY - TIpoIEAypa CKPBHITOTO HAMPABJICHUS Ha JIOXKHBIN [P-aapec, To ecTh
HaIlpaBJICHUE TOJB30BaTENs Ha (DUKTUBHBIN BEO-CANT, YaIle BCETO
UCIIOJIB3YEeMBIN ISl MPUOOpETEeHUs TOBAPOB M YCIYT (0zon.ru, avito.ru,
aliexpress.ru, joom, biglion, KynmuHatop, Kaccup.py, OuieTep, CaiTsl 1o Ipogaxe
OWJIETOB HAa >K//1 U aBUATPAHCIIOPT U JIp.);
- «IBOMHAs TpaH3aKIMs» (IIPH OIJIaTe TOBAPOB U YCIYT MPOAaBel] coodiaet 00
omrOKe, mpeasiaracT MOBTOPUTH OIEPAIUIO, a B JAIbHEHIIIEM JIEHEKHBIC
CPEIICTBA CIIMCHIBAIOTCS JABAXK/IBI TIO KAXK/I0W U3 MPOBEACHHBIX ONEpaIinii)
- «TpanmUHT (MAaHUMYJSAIUUA ¢ KapTPUACPOM OAHKOMATOB, MIO3BOJISIOIIHNE JTHOO
HE BO3BpaIlaTh KapTy BIIAJEIBILY, TMOO CIIUCHIBATH BCE JTAHHBIC KAPTHI JISI
JTATBHEHIIIETO UX UCITOTH30BAHMS).
I. OcHOBHBIE CXEMBI TEICHOHHOTO MOIIIEHHUYECTRA!
1. OO6man o Tenedony.

3BOHOK COTPY/IHMKA OaHKa - KOTJ1a HEM3BECTHBIN MIPEACTaBISCTCS
COTPYJHUKOM CITY>KObI 0€301TaCHOCTH KaKOro-1n0o 6aHka v COOOIIAeT, 4To ¢
Bamrero 6aHKOBCKOTO cUeTa MPOUCXOAT ONEpaIliy 10 HECAHKITMOHUPOBAHHOMY
CIIUCAHUIO JICHEKHBIX CPEJICTB, U B LIEJSAX 0€30MaCHOCTH CUYeTa Mpeiaraet
MIEPEBECTU COCPEIKEHUS Ha «PE3EPBHBII WIH «OE30MACHBIN CUET.
Pacnipoctpanens! ciiydae coobmenust uapopmanuu 06 ohopmiiennn Ha Bac
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KpeAnTa U He0OXOAMMOCTH MPOUTH B MPUIIOKEHUN OHJIaltH-baHka 1o
OTnpeeEHHON CChUIKE JJIs €r0 aHHYJIMPOBAHUS (BBIITOJHUTh UHBIE HHCTPYKIIUH).

3BOHOK COTPY/IHHKA ITPABOOXPAHUTENBHBIX OPTAHOB - KOT/1a HEM3BECTHBIM
MPEICTABIIACTCS COTPYIHUKOM TMOJIMIINM, CJIEAOBATENIEM U T.J. U COOOIIAET, UTO
MPOBOJIUTCS CIIEHONEPALIHS 10 TOMMKE MOIIEHHUKOB U JUIsl 3TOr0 HE0OXOAMMO
MEPEBECTH JCHBIM Ha «CHEIUaANbHBIN» cueT. [Ipu 3ToM TpeOyeT He 3BOHUTH B
OaHK, TaK KaK COTPYJIHHUKHU OaHKa 3a0/JHO C MOIIICHHUKAMH.

Bam poacTBeHHUK, 1100 OIU3KHIA YeloBeK momnai B 6eny (Hampumep,
MAaIIMHOM COMJI YeIoBeKa Ui OOBUHSETCS B COBEPIICHNUU IPECTYIUICHUS ), U
3aJiepKaH COTPYIHUKAMU MOJUINN, U HEU3BECTHBI COOOIIAET, YTO JIJIs
OCBOOOXKAEHUSI HEOOXOIMMO MEPEBECTH HA CUET JCHEKHbIE CPEeICTBA OO0 ISt
IPUMUPEHHS C MOCTPATABIINM JHO0 B KAYECTBE B3ATKU COTPYTHUKAM TMOJIUIUH.
B03MOKHBI BapyaHTbI, IPH KOTOPBIX B pa3roBOPE MOKET MPUHAThH y4acTue
SIKOOBI COTPYTHUK IOJIMLIUHU, KOTOPBIN OyA€T NOATBEPKIaTh CKa3aHHOE.

BAXHO: 910 3BOHIT MOILIIEHHUKH (HECMOTPSI Ha TO, YTO
OIpeeTUBLINICS Ha Tene(oHe HOMEP MOXKET COOTBETCTBOBAThH HOMEPY
TenedoHa OaHKa WM MPaBOOXPAHUTEIBHBIX OPTaHOB, 3a4aCTy0 — MOCKOBCKOTO
peruona (499, 495... u T.71.), Tak KaK MpH MOMOIIIHU CHEIIHAIBHBIX YCTPOUCTB
MOILIEHHUKH MEHSIOT HOMEpa Ha a0COJIIOTHO 000 HOMEp — TaK Ha3bIBaeMbIe
IOJIMEHHBIE HOMEPA), COTPYAHUKH 0aHKOB HUKOT]a HE 3BOHST CBOUM KJIMEHTAM,
U TeM OoJiee, HUKOT/Ia HE TPeOYIOT NEPEBOAUTH C JIMYHOTO CUETa JICHBIH.
[IpeacraBuTeny NpaBOOXpPaHUTENBHBIX OPIraHOB MOTYT 3BOHUTH TOJBKO JJIS
BBI30BA B IOMEUIEHUS TPABOOXPAHUTENIbHBIX OPTaHOB C LENbIO MOIYYECHUS
O0OBSACHEHU, UCTPEOOBAHMS TOKYMEHTOB MO HAXOASIIMMCS B IPOU3BO/ICTBE
YTOJIOBHBIM JI€JaM U MaTeprajiaM IpOBEPOK.

[Ipu nocTyniaeH TaKOro 3BOHKa HEOOXOJMMO MPEPBATh Pa3roBop U
NEPE3BOHUTH TOMY, O KOM HJIET peub, INOO B yKa3aHHBIN rocyAapCTBEHHBIN
OpraH WM KPEIUTHYIO OpraHU3alHio JAJis NepEenpoBEpKH HHOPMALIHH.

2. OOMaH npu nokymnke (Tpojiake) ToBapa Ha HHTEPHET calTax.

[IpenomniaTa 3a HECYIIECTBYIOIIUI TOBAp - MOAaeTCs 0OBSIBICHNE HA
BOCTpeOOBaHHBIN TOBAP C MPUBJICKATEIHLHOM 1IEHON (HMKE PHIHOYHOM) ¢
MPUJIOKEHUEM HeHacTosmux pororpaduid. B xoae o0meHus: «mmpoiaBern
YKJIOHSIETCS] OT BCTPEUM BBU]Y KUTEHCKUX MPUUUH (HET BPEMEHU, 3aHSATOCTh Ha
pabote, yIaneHHOCTh PACIOIO0KEHU) U IpeiaraeT orjaTUTh TOBAP
OC3HAIMYHBIM IIJIATEKOM C TapaHTUPOBAHHOM MOCIEAYIONICH JOCTaBKON uepes
Kypbepa, HO MOCJIC MOJTYyUYCHUS ACHET, MPOaBell- MOIICHHUK MepecTacT
BBIXOJ/IUTh Ha CBSI3b.

Ornnata MyJsixka Mo MOYTE HAIOXKEHHBIM IUIATEKOM - 3JI0YMBIILICHHUK
MBITAIOTCS] BHAYAJIE 3aM0JYyYUTh IPEAOILIATY HA JOBEPUH, €CIU HE TOJIyYaeTCs,
TO MPEAJIaraloT MOJYYUTh 3aKa3 Ha MOYTE, a IOTOM paciiaTuTbes. To ecTh Ha
MOYTe MEPE BhlIaueii 3aKka3a BO3bMYT JEHbI'U B Pa3MEPE €ro CTOMMOCTH, a
MOKYIAaTeJIb BCKPHIB YIAKOBKY, BUJIUT MOJEIKY UIH MYJISIK.

[okyMeHT co3aaH B anektpoHHou dopme. Ne 03-01-01-03-1931/2022 ot 14.06.2022. UcnonHuuTenb:Kypunosa CeeTnaHa HukonaesHa i e
Crtpanuua 3 u3 6. CtpaHuua cosgaHna: 14.06.2022 14:14 5

OBNACTH



[Toxynarens cnpammBaetr Homep kapTsl U kog u3 CMC - no Bamemy
OOBSBJICHUIO O IPOAYKE TOBApa B MHTEpHETE Bam Mo3BOHMII MOKyNaTesns U
HOTIPOCUIT COOOIIUTH PEKBU3UTHI OAaHKOBCKOM KapThl (IIPEIBAPUTEILHO BBISICHUB
HOMep TenlehoHa K KOTOPOMY NpUBSA3aHA KapTa) U CMC-KOJ, YTOOBI IEPEBECTU
JI€HBI'U, IKOOBI 3TO HYHO U1 0aHKOBCKOTO niepeBoaa. Ha camom gene 3to
MOILIEHHUK, KOTOPBIN IIBITAETCSI BOUTH B JIMUHBIM KaOWHET OHJIalH-0aHKa 1
crucaTh Bce JeHbI'M ¢ Bamero cuera.

BAXHO: OmnaunBaiiTe ToBap TOJIBKO IOCJE €ro MOJYyYEHUS U TPOBEPKU U
HE OTIPABISIATE JEHBI'M B KAYECTBE 3aiiora (3anarka). i nepeBoja 1eHEKHbIX
CPEICTB IOCTAaTOYHO HOMepa TenedoHa U APYroi TONOJTHUTENbHON nHpopMau
HE TpedyeTcsl.

3. TenepoHHBIE BUPYCHI.

Odensp yacTo ucnoiib3yercs popMa MOIIEHHUYECTBA C UCIIOJIH30BAHUEM
TenedoHHBIX BUpYcoB. Ha Tenedon aboHeHTa MpUXOAUT COOOIIEHUE
cneayromiero Buaa: «Bam npunio MMS-coobmienune. [{is moaydeHuss IpouanTe
1o ccbUIke...». [Ipu nepexoe o ykazaHHOMY ajipecy Ha Tele(OoH CKaunBaeTCs
BHUPYC U MIPOUCXOJUT CIIHUCAHUE AEHEKHBIX CPEJICTB C BALIErO CUETA.

Jpyroii Bu1 MOIIIEHHUYECTBA BRITISAUT Tak. [Ipu 3akaze kakon-imrdo
YCIIYTH 4epe3 sIKOObl MOOUIIBHOTO OllepaTopa WK MpU CKAYMBAHUU MOOMIBHOTO
KOHTEHTa aDOHEHTY NMPUXOAUT MpeaAyNpexkaeHue Buaa: «Bbel cooupaeTech
OTHPABUTH COOOIIEHUE HA KOPOTKUM HOMED ..., IJIs IOATBEPKIACHUS OTEepalluH,
oTHpaBbTe coodIneHue ¢ mudpoit 1, nas ormensl ¢ udpoit 0». [Ipu oTnpaBke
MOATBEPKACHUSA, CO cCUeTa aOOHEHTa CITUCHIBAIOTCS JICHEKHbBIE CPEJICTBA.
MoIeHHUKY UCTIOIB3YIOT CIIEUANIbHBIC MPOTPAMMBI, KOTOPBIE TTO3BOJISIOT
aBTOMATHYECKH T€HEPUPOBATH THICSUU TaKuX cooOiieHuit. Cpazy mocie
nepeBoia AeHer Ha (abIIMBBIA CUeT OHU CHUMAIOTCS ¢ TeyedoHa.

BAXHO: He cienyet 3BOHUTH 110 HOMEPY, C KOTOPOTo OTIpaBieH SMS —
BITOJTHE BO3MOKHO, UTO B 3TOM ciydae ¢ Barmero tenedona Oyaer
aBTOMATHYECKHU CHSTA KPyIHAs CyMMa M MEPEXOIUTh 10 COMHUTEIbHBIM
CCBUIKaM.

4.  OmmOOYHBINA epeBo] CPEICTB.

AOGonHeHTy octynaeT SMS-coo01ieHre 0 TOCTYIUICHUH CPEJICTB Ha €ro
CYET, MEPEBEJCHHBIX C MOMOIIBIO yCIyTH «MoOmIbHBIN niepeBoa». Cpa3y mocie
ATOTO MOCTYMNAET 3BOHOK U MY>KUHMHA (MJIM >KCHIIIMHA) COOOIIAET, YTO OIIMOOYHO
nepeBelt ISHbIM Ha €0 CYET, MPU TOM MPOCUT BEPHYTh UX 0OPATHO TEM Ke
«MoOUIBHBIM TTEpEeBOAOMY. B IEHCTBUTENHPHOCTH IEHBIH HE TIOCTYNAIOT Ha
TenedoH, a YeJIOBEK IMEPEBOIUT CBOM COOCTBEHHBIE cpecTBa. Ecu M03BOHUTH
10 YKa3aHHOMY HOMEpY, OH MOKET OBITh BHE 30HBI JocTyna. Kpome Toro,
CYILIECTBYIOT TaKME€ HOMEpPA, IIPU OCYILECTBICHUU BbI30Ba HA KOTOPHIE C
TeneoHa CHUMAKOTCS BCE CPEJICTRA.
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BAXHO: Ecnu Bac mpocsar nepeBectu IKOObI OIIMO0YHO MEPEBEACHHYIO
CYMMY, HAaIlOMHUTE, YTO JIJI ATOTO UCHOJb3yeTcs YeK. OTroBOpKa, 4YTO «4EK
HOTEPSIH», CKOPEE BCEr0, CBUAETEILCTBYET O TOM, UTO ¢ Bamu oOmaercs
MOILIEHHUK.

MOILIEHHNUYECTBA C BAHKOBCKMMU KAPTAMU

baHkoBCKas kapTa — 3TO HHCTPYMEHT U1 COBEPLICHHUS TIJIATEKEN U
JOCTyTIa K HATMYHBIM CPEACTBAM Ha CUETe, HE TPEOYIOMUI sl 3TOTO
npucyTtcTBus B 6anke. Ho nmpocToTa ucnonb3oBaHusi 0aHKOBCKUX KapT OCTaBJISET
MHOYECTBO JIa3€€K JJIs1 MOILIEHHUKOB.

[Tpu mpoBeneHny onepanuii ¢ KapToil MOIB3YHTECh TOJIBKO TeMH 0aHKOMAaTaMH,
KOTOPBIE PACIIOI0KEHBI B 0€30MACHBIX MECTax U 000pYyI0BaHbl CUCTEMOI
BUJICOHAOIIIOICHNS U OXPAHOM: B TOCYaPCTBEHHBIX YUPEKICHUAX, OaHKAX,
KPYITHBIX TOPTOBBIX LIEHTPAX U T.J.

CoBepias ornepanuu ¢ IIaCTUKOBOM KapTOH, CIeIUTE, YTOOBI PSAAOM HE OBLIO
noctopoHHux Jroaei. Habupas [TMH-koxa, mpukpeiBaiiTe KiiaBuaTypy pyKou.
PexBu3uThl u mo6as npovast nHGOpPMAIIHS O TOM, CKOJIBKO CpeACTB BbI CHsuTH U
Kakue 1upsl BBOJAUIU B OaHKOMAT, MOTYT OBITh UCIIOJIb30BaHbl MOIIICHHUKAMU.
OOpaiaiiTe BHUMaHUE Ha KapTONPUEMHUK U KJIaBUATypy OaHkomata. Eciiu oHn
000py10BaHbl KAKUMHU-TUOO JTIOMOJTHUTEILHBIMU YCTPOUCTBAMHU, TO OT
MCITIOJIb30BaHUs JaHHOTO OaHKOMaTa JIydlle BO3EP>KaThCsl K COOOIIUTh O CBOMX
MOJIO3PEHUAX N0 YKa3aHHOMY Ha HEM Tene(oHy.

B ciiyyae HekoppekTHOM paboThl 0aHKOMATa — €CJIU OH JIOJTO€ BPEMSI HaXOUTCS
B PEKUME OXKUJIAHUS WA CAaMOITPOU3BOJILHO MEPE3ATPYHKACTCI — OTKAKUTECH OT
€ro UCIOJIb30BaHus. Bennka BEpOATHOCTh TOTO, UTO OH MEPENPOrpaMMHUPOBAH
3JI0YMBIILICHHUKAMHU.

Kak ob6e3omacuth ce0si OT MOIIIEHHUKOB:

l. [IpoBepsiiTe nHpOPMAIINIO, TOTYYESHHYIO B X0J1€ T€IE(OHHOTO Pa3roBopa
U MHTEPHET MEPENUCKU C HEU3BECTHBIMU (OHU MOTYT IIPEICTABIATHCS
COTPYIHHUKAMU TPABOOXPAHUTEIBHBIX OPTaHOB, MPEICTABUTEISIMU KPETUTHBIX
OpraHu3aIuii).

2. VYcraHoBuTh Ha TenedoH (KOMIBIOTEP) COBPEMEHHOE JHUIIEH3UPOBAHHOE
AaHTHBHPYCHOE TIPOTpaMMHOE 0OeCIIeUeHHE.

3.  He ycranaBnmBaiiTe u He coXpaHsiTe O6e3 MpeaBapUTETHHON POBEPKU
aHTUBHUPYCHOW TTPOTrpaMMOi (paiiiibl, MOTydeHHBIE U3 HEHAC)KHBIX NICTOUYHHUKOB:
CKayaHHBIC C HCM3BECTHBIX CATOB, IPHUCIIAHHBIC TI0 AJICKTPOHHOMN MOYTe
(momo3putesbHbIC (QaiiIbl JTydllle cpa3y yaalsiTh).

4. Hcnonw3yliTe napoiu He CBsA3aHHbIE C BamnMu nepcoHaabHbIMU
JAHHBIMHU.

3. Hwu ipu xakux 006CTOATETHCTBAX HE COOOIIANTE PEKBU3UTHI CBOMX
OAHKOBCKHX CYETOB (KapT), MapOIH U APYTyIO IEPCOHATBHYIO HH(POPMAITHIO.

6.  IlocraBpTe TUMUT HA CYMMY CITMCAHUN WJTU TIEPEBOJIa B TUYHOM KaOUHETE
OaHKa.
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7. ITlo BceM BO3HHUKAIOIIMM BOIpOcaM o0pamaThesi B OaHK, BHIIABIINN KapTy.
8. He BBINOJHATH HUKAKUX CPOYHBIX 3aMPOCOB K ACHCTBHUIO, B TOM YHCIIE IO
YCTaHOBKE KaKUX ObI TO HU OBLIIO MPUIIOKEHUH.

9.  He nepexoauTh HU MO KAKUM CChUIKaM, KOTOpPbIE IPUXOAAT Ha e-mail uimm
o SMS.

10. OOpamarh Ha Bce cOOOIIEHUS OT OaHKa (HampuMep, €cClid OHU COJEPKaT
rpaMMaTHYeCKue OIMMOKH).

11. He nepe3BaHuBaTh M0 HOMEpaM KOTOPbIE MPUXOAAT Ha e-mail unu mo SMS.
12. IlepemnpoBepsiiTe NOJIMHHOCTh MHTEPHET-CANTOB, HA KOTOPBIX
OCYLIECTBJISIETE 3aKa3 TOBapA.

byawsTe 6nurensHb!

perm PABWTENBCTEO
% nEHnHrPALCKOR
- OBNACTH
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